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Work life



I’m a privacy nerd
(but I get it)



This talk: differential privacy (DP)



Various models, many possible computations

• Release many aggregate statistics, train machine learning models


• Answer requests formulated over time by various actors


• Create synthetic data that respects key aggregates


• Individual data providers can provide their own privacy



If all we’re getting is aggregates, why worry at all?

• Every aggregate statistic is a constraint on the underlying data that could 
have generated it


• Without any noise on these constraints, about n statistics allow substantial 
reconstruction of a database of size n
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Differential Privacy (DP)
(Dwork, McSherry, Nissim, Smith ’06)

differ by addition/
removal of one 
person’s data

meaningful for all 
output types… 

statistics, machine 
learning models, 

synthetic data, etc.

must hold for all 
possible 

neighboring 
databases



Differential Privacy (DP)
(Dwork, McSherry, Nissim, Smith ’06)

Intuitively, your data 
couldn’t have 
affected the 

outcome by much

Intuitively, by 
looking at the 

output, get very little 
info about whether 
you are in the data

Goal: get this while 
still retaining 

correlations, trends, 
aggregates



Differential Privacy (DP)
(Dwork, McSherry, Nissim, Smith ’06) formally, for any D 

and D’ that are 
identical sets of 
rows, except for 

addition/removal of 
one person (row)

for any possible 
output o of the 
algorithm, the 

probability that A 
returns o on D is 

almost exactly the 
same as the 

probability that it 
does so on D’

constrain algorithm 
A’s behavior

Pr[A(D) = o] = exp(ε) Pr[A(D’) = o]

ε-



How to achieve DP?
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Concretely, ε-DP for a numeric output
Differential privacy Dwane McSherry Nissim

Smith 06

must add controlled

yperturbation noise ÉTsomewhere

algorithm
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Key question: in the 
worst case, how 
much could two 

neighboring 
databases differ in 
their true answer?

We’ll call this the Global Sensitivity (GS) of the 
query. This is what we need to hide!

Can achieve ε-DP  
by adding noise 

~Lap(GS/ε)



The “mindset” of differential privacy

• Privacy harms “add up”


• Privacy budget


• DP actually compatible with doing good science
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