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Privacy in Synthetic Data
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* Problem: What is “accuracy” here!?

* ldeally, we want data that works for all queries.



First attempt: Remove obvious identifiers

Everything is an identifier

Images: whitehouse.gov, genesandhealth.org, medium.com
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Is the problem granularity?

What if we only release aggregate information!?

Statistics together may encode data
* Example: Average salary before/after resignation

* More generally:

Too many, “too accurate” statistics
reveal individual information
» Reconstruction attacks [Dinur Nissim 2003, ...]
» Membership attacks [Homer et al, 2008, ...]
» Memorization [Carlini et al. 20, Brown et al. 21, ...]

Cannot release everything
everyone would want to know




Reconstruction from Census Data

[Dick, Dwork, Kearns, Liu, Roth, Vietri, Wu. arxiv:221103128, 2022]

* Raw data: 2020-05-27 Privacy Protected Microdata File
» (Generated to imitate 2010 Census microdata)

* Compute basic demographics (“Census SF 17)
* Methodology

» Find data sets consistent with demographics
» Rank records according to how often they are reconstructed
» Compare match rate to baseline sample from same data set



Reconstruction from Census Data

[Dick, Dwork, Kearns, Liu, Roth,Vietri,Wu. arxiv:221 103128, 2022]
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This talk

* Synthetic data
®* Why is privacy challenging?

* Differential privacy recap ?

* How DP synthetic data algorithms (generally) work

* What types of statistics need to be preserved!?



Differential Privacy [Dwork, McSherry, Nissim, S., 2006]

* Many current deployments

Apple Google

* Burgeoning field of research

e | 0y
: Crypto, Statistics, =~ Game theory,  Databases, Law,
Algorithms . : : : :
security learning economics programming policy

languages



Differential Privacy [Dwork, McSherry, Nissim, S., 2006]

local random i local random
coins coins

* A thought experiment

» Change one person’s data (or add or remove them)
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How to achieve DP?




Adding noise to 1 count

° Suppose we want to re
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* Provides “concentrated differential privacy” [Dwork-Rothblum, Bun-Steinke]



Adding noise to many counts

°* Now suppose we have a vector of statistics
g, (x) = diabetics
q,(x) = #people over 80

* Add correlated noise to mask the change of any single
» Shape depends on queries
» Scales up with 1/¢

* Tradeoff: complexity vs accuracy

ecord
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Generic Template: Measure and Fit

Measure:

» Calculate set of predetermined statistics ©

* Add noise: :
» Release noisy measurements

Generate data: either 12%

>(Find data set consistent with noisy measurementior

» Sample from distribution fit to noisy measurements

T |




Generic Template: Measure and Fit

* Measure: ‘ ,Z;( thi
» Calculate set of predetermined statistics %%@—% i*(\J > o]
* Add noise: \
» Release noisy measurements \/ ?(\
/
* Generate data: eithe 78

» Find data set consistent with noisy measurements, or

» Sample from distribution fit to noisy measurements

Challenges for current research

* Which statistics to measure!?

* Computation: finding consistent data set

* Inference: Principled uncertainty estimates



Start with an initial random proposed data set and repeat:

* Search:

» Find a statistic distinguishes the proposed and real data sets

* Add noise;

» Release noisy measurements of that statistic

* Update proposed data set

> To make consistent with measurements so far,z q\
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This talk
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* Differential privacy recap

* How DP synthetic data algorithms (generally) work

®* What types of statistics need to be preserved!?




Private Synthetic Data Requires Choices

* What (minimal) set of analyses should be supported?

* Validation on real data
» Synthetic data are problematic statistically

» Ensuring some available validation is crucial
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